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Abstract:
The contribution discusses the requirements for temporary identifier usage over AIoT radio interface and propose a solution to handle temporary identifiers at the Reader.
1
Discussion

In RAN2’s recent discussion of AIoT Paging-like and Random Access procedures, there are some preliminary agreements:

· “an identifier may be required to identify the device/group of devices in the trigger message” 

· “For the very first access message from the device to reader in random access an ID is included.  RAN2 to discuss whether a temporary identifier is included, or the permanent device ID is included”
AIoT devices may not support existing procedures (e.g. Registration) that enable the 5GC to assign temporary identifiers that can be stored in the 5GC contexts and the devices. The identifiers to be used in broadcast trigger messages and RA messages, either Permanent Device ID or temporary ID, need to come directly from the AF request (e.g. Inventory Request) or be produced by 5GC or Readers during the Inventory/Command procedures.
We have observed the following requirements for identifier usage between a Reader and AIoT devices:

1. An AIoT device is assumed to be able to store its Permanent Device ID (PDI) in its non-volatile storage.
2. For some applications, Permanent Device ID may be used over the radio interface. For other applications, there may be privacy concerns and PDI should not be transmitted in cleartext over the radio interface.

3. The maximum size supported by radio channel messages may not support full-length PDI.

4. If a temporary identifier is used in the broadcast trigger, the AIoT device should be able to determine whether the trigger message is addressing itself based on the temporary identifier. Similarly, if a temporary identifier is used in the RA messages, the Reader should be able to associate the device with the PDI or its application.
5. Depending on application privacy requirements and device capabilities, AIoT devices may support various type of temporary identifiers, e.g. a simple short form of PDI or concealed/encrypted form of PDI.
6. The identifier used in RA messages may simply echo what’s received in the broadcast trigger messages, or they may use different identifiers.

In this contribution, we are trying to address above requirements by proposing some related Reader functionalities and procedures.

2
Proposal

It is proposed to adopt the proposed new solution in TR 23.700-13.



* * * * Start of Changes (All new text)* * * *
6.X
Solution #X: Temporary Identifier Handling at Reader
6.X.1
Description
This solution is addressing KI#2 and KI#3.
We have observed the following requirements for identifier usage between a Reader and AIoT devices:

· An AIoT device is assumed to be able to store its Permanent Device ID (PDI) in its non-volatile storage.

· For some applications, Permanent Device ID may be used over the radio interface. For other applications, there may be privacy concerns and PDI should not be transmitted in cleartext over the radio interface.

· The maximum size supported by radio channel messages may not support full-length PDI.

· If a temporary identifier is used in the broadcast trigger, the AIoT device should be able to determine whether the trigger message is addressing itself based on the temporary identifier. Similarly, if a temporary identifier is used in the RA messages, the Reader should be able to associate the device with the PDI or its application.

· Depending on application privacy requirements and device capabilities, AIoT devices may support various type of temporary identifiers, e.g. a simple short form of PDI or concealed/encrypted form of PDI.

· The identifier used in RA messages may simply echo what’s received in the broadcast trigger messages, or they may use different identifiers.

To address the above requirements, we propose that the Reader performs the following functionalities. 
· Determining what identifier is used over radio interface.

It assumes that the request coming from the AIoT AF includes a device identifier, either PDI or temporary identifier. The Reader may determine whether the identifier in the AF request can be directly used over the radio interface, for example, based on whether there is privacy requirement or whether the radio channel can support the size of the identifier. 

For example, if the Reader receives a request with a PDI, but the radio channel doesn’t support the full size of the PDI, the Reader may decide to produce a shorten form of the PDI, e.g. using bitmask operations.

For another example, if the Reader receives a request with a PDI, and there is privacy requirement not to use the PDI in cleartext, the Reader may decide to produce a concealed temporary identifier, e.g. using hashing functions. (it assumes that the device also supports the algorithms involved in producing concealed temporary identifiers).
· Generating the temporary identifiers as needed and use them in radio interface procedures.
As described above, depending on what kind of temporary identifiers, the Reader needs to generate the temporary identifier and use it over radio interface messages (e.g. broadcast trigger message or RA messages). The Reader may also need to provide assistance information (e.g. the bitmask used, the encryption algorithm used) for the AIoT device to be able to generate the same temporary identifier. 
Editor's note:
The methods used to generate temporary identifiers requires coordination with SA3.
·  Associating a device response carrying the temporary identifier with the PDI
When the device receives a device response (e.g. the RA message in response to the broadcast trigger) which carries a temporary identifier, the Reader should be able to associate the response with a PDI and a previous request. So, it is able to forward the response to the AIoT AF via 5GC.

6.X.2
Procedures
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Figure 6.X.2-1: Temporary Identifier Handling at Reader
1. The AIoT AF sends an Inventory Request to the 5GC. The request includes a target device PDI. The request is forwarded by the NEF to the AIoT Function.
2. The AIoT Function forwards the request to a UE Reader that can communicate with the AIoT device.
3. The Reader compares the size of the PDI that is received in the request of step 2 with the preconfigured maximum message size supported by the radio interface. The reader determines that a shorter temporary identifier should be used. The Reader chooses a bitmask and applies it to the PDI to generate a shorter temporary device identifier (STDI) that can fit the radio interface message. The Reader stores the PDI, bitmask and generated STDI along with the request information (e.g. transaction number that identifies the request) in the local context.
Editor's note:
It is FFS whether maximum message size of radio channel can support the full size of PDI.
4. The reader broadcasts a trigger message over the radio interface and includes the generated STDI and the bitmask used to generate the STDI in the trigger message.
5. The AIoT device detects and decodes the trigger message and obtains the STDI and the bitmask. The AIoT device applies the bitmask to its stored PDI and compares the result with the received STDI. If the result matches the received STDI, it recognizes that the broadcast trigger was targeted for it and will initiate a response. Otherwise, it may ignore the trigger.
6. The AIoT device initiates the Random Access procedure and includes the STDI in the RA message.
7. The Reader compares the STDI in the received RA message with the information stored in the local context related to the previous request, and identifies the PDI and the previous request associated with the response.
8. The Reader constructs the Inventory Report and sends it to the AIoT AF via the 5GC.
Editor's note:
The broadcast trigger and RA procedures require coordination with RAN2.
6.X.3
Impacts on services, entities and interfaces
Reader (UE or RAN node):

-
Supports generating temporary identifiers using various algorithms. Algorithms used for each AIoT application may be different.

-
Supports sending broadcast trigger message using generated temporary identifier and the assistance information (e.g. bitmask or algorithm used to generate the temporary identifier)

-
Supports storing generated temporary identifier with the device and request information in local context.

-
Supports identifying the device and the corresponding request information based on received temporary identifier from the AIoT device.

AIoT device:

· Supports generating temporary identifiers based on assistance information received from the Reader.

· Supports determining whether the trigger message is addressing itself by comparing the locally generated temporary identifier with the one received in trigger message.
· Supports initiating RA using the temporary identifier.
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